INFORMATION TECHNOLOGY SERVICES
Configuring Secure Wireless

Microsoft Windows XP Professional/Home Editions

. . . . . Ll
1. Right-click your wireless network connection on the bottom right corner of the screen and
click View Available Wireless Networks

NOTE: Ifyour O2 Y LJdzii SNJ dza $& | LINRPIANI Y 2GKSNI (KIy

connections, you will receive an alert to that affect; the third-party program must be disabled
before you can configure your computer to use the secure Wildcat Wireless network. If you
need assistance in disabling the program, contact the ITS Help Desk.

2. Click Change advance settings

Metwork Tasks

% Refresh network list

;‘:], Set up a wireless network
for & home or small office
Related Tasks

4/ Learn about wireless
nietworking

¢ Change the order of

preferred networks

¢ Change advanced
sektings

Secure Wildcat Wireless for Windows XP

15" Wireless Network Connection

Choose a wireless network
Click an item in the list below ko connect to a wireless network in range or to get more
informnation.
wildcat
(‘ﬁ’)
Unsecured wireless network III!!
wildcats
(‘ﬁ’)
*f Securiby-enabled wireless netwark (\WPAZ) III!!
% hpsetup On Demand
e
é; Unsecured computer-to-computer nebwork, III!“

Connect
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3. Open the Wireless Networkgab.

-&- Wireless Netwnrk Connection Properties

GenerW}dvanced |

Connect using:

|n IntellFt] PRO Awireless 2200BG Netw |

This connection uzes the following items:

g Client for Microsoft Metworks
Q Deterministic: Metwork Enhancer =
.Q File: and Printer Sharing for Microsoft Networks
JB) 05 Packet Scheduler

|>

| <

| =

[ Install... ] [ Uninstall ] [ Fropeties ]

Description
Allowes your computer bo access resources on a Microzoft
network.

Show icon in notification area when connected
Matify me when this connection haz limited or no connectivity

[ Ok ] [ Cancel

4. Click the Addbutton.

& Wireless Metwork Connection Properties ri E|

Gomeral | Wistszs Networks | Advanced
] Uioe Wirslowrs 10 cordiquie my weslecs reheod, peltrgs
Bwalable nebwsork s

To connect o, disconnect from, or fred out mone nfomation
sboul wanelens rebworks inrarges, click the button below,

W Wi alirid Ntvetrkd
Pretemed nabasorks

Augomaticsly connect b avalabls nefworks in the ondes lsted

2o Bemove | | Pypesties |
Learn o geiting up viiens netwect
A
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5. Complete fields as shown:

a. Network name (SSIDvildcats

b. Network Authentication: WPA or WPA2 (DO NOT select WPA-PSK or WPA2-PSK)

c. Data encryption AES

Wireless network properties

Aszociation | Authentication || Connection

Metwork name [S510]): |Iwapp |

Wireless netwark key
Thiz network, requires a key for the following:

Metwaork Authentication:

Data encryption:

The key iz provided for me automatically

[] Thiz is a computer-to-computer (ad hae) network; wirsless
access points are not used

{ Ok ] [ Cancel

6. Open the Authenticationtab.

7. Confirm the following:

a. EAP typeProtected EAP (PEAP)

b. Authenticate as computer when computer informatiois available is Unchecked

Wireless network properties

Asgociation | Authentication |Cnnnect\on

Enable IEEE 8021 authentication for this netwaork,

EAP type:

[[] &wthenticate as computer when computer information is available

[] Authenticate as guest when user or computer information is
unavailable

Ok ] [ Cancel
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8. Click the Propertiesbutton.

9. Confirm the following:

a. Validate server certificatés Unchecked.

b. Enable Fast Reconnestchecked

10. Click the Configurebutton.

Protected EAP Properties

‘When connecting:

[ validate server certificate

[] ABa.ECOM Root CA A
[ AddTrust External CA Roat

[] autaridad Certificadora de la Asociacion Macional del Motaria
[[] autoridad Certificadora del Colegio Nacional de Correduria P
[] Baltimore EZ by DST

|:| Belgacom E-Trust Primary €4

|:| CRM HKT SecureMet CA Class A “
< ¥

Select Authentication Method:

|Secured pasaword (EAP-MSCHAP v2)

3] (ot

Enable Fast Reconnect
[[JEnable Quarantine checks
[[Jbisconnect if server does not present: cryptobinding TLY

11. Confirm that Automatically use my Windows logon name and password (and domain if &ny)

Unchecked.

EAP MSCHAPv?2 Properties

YWhen connecting:

Autarnatically uze my Windows lagon name and
pazzward [and domain if any].

[ OF. ] [ Canicel

%]

12. Click OKmultiple times to accept changes and close all properties windows.

13. Click on the notification box that will show up in the bottom right corner of your screen.
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11 wireless Network Connection b

Click here to select a certificate or other credentials For
conneckion to the network wildcats

14. Enter your network User name and Password and type OPCT€ in the Logon domain field and

click OK
Enter, Credentials
Liser name: | janedoe |
Password: | LLILILIT L] |
Lagon domain: | PCT |
Save this user name and password For Fukure use
I. OF. ] [ Cancel
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