INFORMATION TECHNOLOGY SERVICES

Configuring Secure Wireless on an Apple Computer

Mac OS 10.5

1. Open System Preferencesnd then Network.

2. SelectAirPortl YR TNRBY UKS RNRLI R26Yy 02E
800 Network
< | > | Show All (Q
Location: | Automatic b3
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e Ef?metu A4 Status: On ( Turn AirPort Off )
> AirPort is turned on but is not connected to
@ Elue;ooth 0 a network.
Not Connected
I e ilrsWnre Network Name + No netw ted 8
Not Connected
wildcat
O = | wildeats @

Join Other Network...
Create Network...

@Show AirPort status in menu bar [ Advanced... ) ('3\
o etk W
%’J
'] Click the lock to prevent further changes. [ Assistme... ) Revert Apply

3. When prompted to join the network, enter your network User Name and Password. Be sure to

LJdzBCT\&in front of your user name as shown below.

-, The network “wildcats" requires a password.
-
.

[

User Name: | pct\username

Password: essecsssss

802.1X: | Automatic s

E Remember this network

(Cancelj ( OK )
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4. When prompted to verify the certificate, click on the Show Certificatebutton.

MMM

Verify Certificate

m 802.1X Authentication
] The server certificate is not trusted because there are no explicit trust

\@ settings.

® L: Show Certificate jJ

L: Cancel ?J (Cnntinue)

2 G!'fglea ¢Nmninge | YR

[T Always trust

802.1X Authentication
The server certificate is not trusted because there are no explicit trust

settings.

“npsl.pct.edu”

E] AddTrust External CA Root
e 5] UTN-USERFirst-Hardware

p Details

@

=] npsl.pctedu
-

— npsl.pctedu

Crdifoente p p

it Issued by: UTN-USERFirst-Hardware

' '-1__, Expires: Tuesday, April 14, 2009 7:59:59 PM ET

@ This certificate is valid
w Trust

When using this certificate: + Use System Defaults D ®

Extensible Authentication {Ehm
Mever Trust

X.509 Basic Policy | o value specified e

( Hide Certificate ) [ Cancel ) E-Gunhwue’

6. Repeat steps 4 and 5 for the second certificate. You will be prompted for your network

password to make the change.
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7. Click on the Advanced button in the lower right corner.

anon

(<[> (Showai |

Network

Location: | Automatic

Ethernet
Connected <.n>
- AirPort
~ Connected
® Bluetooth 9
Not Connected

FireWire Ko
Not Connected =

BN |

2
d Click the lock to prevent further changes.

Network Name: | wildcats

@Shw AirPort status in menu bar

Status: Authenticated Turn AirPort Off

Authenticated via PEAP {Inner Protocol:
MSCHAPYZ)
Connect Time: 00:03:35

e

@Ask to join new networks

Known networks will be joined automatically.
If no known networks are available, you will
be asked before joining a new network.

(Cadvanced ) @

( Assist me... ) C Revert ) C Apply )

8. Click on the 802.1Xtab. Uncheck TTLS and EAP-FAST under Authentication and click OK

T AirPort

" AirPort  TCP/IP DNS  WINS

AppleTalk = 802.1X @ Proxies )

Domain: | Login Window B:
state: i

802.1X login is disabled

Certificate:

Unknown

When the user logs in, the user name and password
supplied in the Login Window will be used to

Enable 802.1X Login authenticate to the network.

Wireless Network:  wildcats ﬂ

Authentication: ~ ©

Protocol
PEAP
TTLS
EAP-FAST
TLS

LEAP

MD5
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9. Click Applyin the network window and then Always Allowso that your information is stored in
the keychain for automatic access in the future.

\ eapolclient wants to use your confidential
' information stored in “WPA: wildcats” in your

l - keychain.

Do you want to allow access to this item?

B Details

® I::Alwavs Allﬂwj I:: Deny j I:: Allow j

10. Quit System Preferences
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